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Section I. Technical Articles

Editor’s Note: The following article is expected to be submitted in the near future for
publication in the professional journal Reliability Engineering and System Safety.

Achieving Reasonable Conservatism in Nuclear Safety Analyses

Kamiar Jamali, NA-SH-80
ABSTRACT

In the absence of complex methods that account for uncertainties, seeking reasonable
conservatism in nuclear safety analyses can lead to extreme conservatism without the knowledge
of the analyst. The divergence to extreme conservatism occurs rapidly. This phenomenon is often
beyond the expert analysts’ intuitive feeling, but it can be demonstrated mathematically. Too
much conservatism in addressing safety of nuclear facilities is not beneficial to society. Using
properties of lognormal distributions for representation of uncertainties in input-parameters,
example calculations for the risk and consequence of a fictitious facility accident scenario are
presented in a closed form. Results show the large differences between the calculated 95™
percentiles and the extreme bounding values derived from using all input variables at the higher
values of their ranges of variability. Showing the relationship of the mean values to the key
parameters of the distributions of the outputs, the paper concludes that the mean is the ideal
candidate for representation of the variability of nearly all input parameters. The mean value is
proposed as the metric that is consistent with the concept of reasonable conservatism in nuclear
safety analysis, as its value increases towards higher percentiles of the underlying distribution
with increasing levels of uncertainty.

Keywords: Nuclear; Safety analysis; Probabilistic risk assessment (PRA); Uncertainty analysis;
Reasonable; Conservatism.

Highlights:

e Multiple conservatism assumptions can quickly diverge into extreme conservatism.

e Mathematics and attractive properties provide basis for use of lognormal distribution.
e Mean values are ideal candidates for representation of input parameter uncertainties.
e Mean values recognized as reasonably conservative estimates of input parameters.

1.0 Introduction

Nuclear safety analyses are performed to ensure that a nuclear facility’s design and operational
controls provide assurance that the public, workers, and the environment are protected from all
nuclear hazards. Since there are many sources of uncertainties within the analyses, the assurance
of “adequate protection” is provided through conservatisms applied throughout all related



analyses, supporting disciplines (e.g., Quality Assurance), and the resulting design provisions
and operational controls. This highly desirable conservative philosophy in nuclear safety can
predispose nuclear safety professionals to seek ever increasing levels of conservatism in all areas
of nuclear safety assurance. The downside of this approach, however, is that in the absence of
complex methodologies that fully account for uncertainties, seeking reasonable conservatism can
lead to extreme conservatism without the knowledge of the analyst. The divergence to extreme
conservatism occurs far more rapidly than is generally recognized as shown through examples in
this paper. This phenomenon is often beyond the expert analysts’ intuitive feeling, but it can be
demonstrated by mathematical properties.

When complex analyses are employed to derive distributions for output variables for calibration
of the degree of uncertainties in analysis results, the 95™ percentile is generally associated with
the upper-bound [1, 2]. While it is well known that the use of multiple conservative assumptions
can lead to extremely conservative results, the rate and the degree of this divergence were not
widely demonstrated in the past. This paper shows that when several input parameters are taken
at their bounding values, the obtained result dwarfs the derived 95" percentile of the output by
orders of magnitude.

Extreme conservatism is often intentionally exercised in safety analyses because it can pay
dividends in simplified analysis and review efforts. However, the search for increased
conservatism cannot be pursued without consequences. Extreme conservatism can lead to safety
conclusions and decisions with significantly higher safety costs, which can make nuclear
facilities, even those with very low hazard and risk profiles, prohibitively expensive. This can
deprive the public from the benefits derived from the operations of these facilities, from nuclear
power to medical isotopes and national security needs. It can also lead to overall higher risks to
the public in mission delays (e.g., waste processing), cancellation of programs resulting in
continued reliance on vintage facilities, or diversion of funds and resources that might have been
used in more effective projects for risk reduction.

In order to strike a balance between these competing objectives of safety versus cost or mission
impacts, a reasonable degree of conservatism must be sought in nuclear safety analyses.
However, recognizing the threshold for a reasonable level of conservatism in a given application
is difficult in the absence of a detailed treatment of uncertainties, including what is referred to as
the “full propagation” of input parameter uncertainties.

This paper explores the degree of impact from input parameter uncertainties on selected outputs
of a nuclear safety analysis. Input parameter uncertainty is a specific but important type of
uncertainty among several [3], that has a significant impact in many areas of nuclear safety
analyses and calculations including Documented Safety Analyses (DSAS) [4], Safety Analysis
Reports, Integrated Safety Analyses, and Probabilistic Risk Assessments (PRAS).

The concept of reasonable conservatism in this paper is synonymous with the Nuclear
Regulatory Commission (NRC) Chairman Diaz’s “Realistic Conservatism” discussed at the 2003
Nuclear Safety Research Conference [5]. In that speech, the Chairman stated that:

“Neither under-regulation nor over-regulation serves anyone’s interests. Under-regulation puts
the public safety at risk; over-regulation diminishes the value to society of the regulated activity.



Over-regulation could also be counter-productive to safety by diverting resources from the
important safety issues.

... public policy should not be based on worst case scenarios and that we have to deal with
probabilities and not with all possibilities. So called ‘worst case scenarios’ are only good as
vehicles to achieve the proper bounding of realistic scenarios early in the process. Nuclear
policies and regulations are necessarily conservative, but should not be driven by non-physical
or unrealistic assumptions. Worst case assumptions are often considered as a first step and are
used because they are simple. But, the unfortunate consequences of using worst case
assumptions is that they often continue to propagate and eventually become part of the
established framework. And, frankly, no one wants to appear as ‘non-conservative,” or ‘less
conservative;’ it is always easier to add to conservatism than to bring realism. But realism is
what could be in the best interest of the public well-being. Rather than using worst case
scenarios, we should be using realistic conservatism --- based on the right science, engineering
and technology --- so that the end product is recognizable and useable. | believe we should avoid
the ‘worst case’ syndrome .... and seek out ‘realistic conservatism.’

... Sprinkling unrealistic conservatisms, even if they are small but compounding conservatisms,
throughout an analysis or study can skew the results significantly. They do add up, or even
multiply. How can a safety-conscious decision maker, in the broadest sense of the term, use a
study that is filled with unrealistic assumptions? Who pays for unnecessary conservatism?
Society does.”

In examining the Fukushima events, it should be recognized that those plant designs did not meet
the long-held deterministic design requirements for protection against natural phenomena
hazards as a minimum expected set of standards [6, 7]. In other words, Fukushima reactors
simply did not meet current, well-established requirements (i.e., at a reasonable level of
conservatism) applicable in the United States and other countries.

The NRC has long recognized the problem of over-conservatism in safety analyses and sought to
establish methods for addressing this problem. Code Scaling, Applicability, and Uncertainty
(CSAU) is one such methodology [8, 9]. In the CSAU approach, the licensees can provide the
best-estimate analysis results along with an estimation of uncertainty of the calculations.

It is the authors opinion that, in the absence of full propagation of parameter uncertainties, using
mean values for nearly all input parameters (a few exceptions with bounding values may be
unavoidable) is the best approach for addressing the effects of this type of uncertainty. The
typical levels of conservatism in the mean values is also consistent with the concept of seeking
“reasonably conservative” results as promoted in the Department of Energy (DOE) standard
DOE-NA-STD-3016-2006 [10] and elsewhere.

2.0 Background

Nuclear safety practitioners use different terms for representing the specific value of an input or
an output variable as the desired choice among different options for parameter estimations. These
include best-estimate, point-estimate, mean value, median value, upper/lower-bound, or specific
percentiles of a distribution (e.g., 95" percentile) as the parameter of choice. Best-estimates and



point-estimates are sometimes used interchangeably, while in certain applications the former is
associated with the median- and the latter with the mean-values of the underlying distribution.
Point-estimate is often a substitute for any one of the single numerical estimates that could have
been chosen in the specific analysis, such as the only known value, the mean, median, the upper-
bound, etc.

Uncertainties in individual input parameters in nuclear safety applications are generally large and
represented by factors rather than percentages. For example, a typical input (such as the initiating
event frequency) may have a factor of three, 10, or higher as the ratio between the mid-
range/best-/point-/realist-estimate and the upper- and/or lower-bound estimates. This ratio is
often referred to as the uncertainty (or error) factor (UF) in PRA applications.

3.0 Some Basics

3.1  Representation of Parameter Uncertainty

Any uncertain quantity, such as the probability of the occurrence of a failure, an airborne release
fraction, or the height of people in a population, can be represented by a random variable.
Random variables can be discrete or continuous. A random variable takes on a specific value (for
a discrete distribution) or a range of values (for continuous distributions) with an associated
probability that is derived from the underlying distribution defining its variability.

3.2 Central Limit Theorem and Lognormal Distribution

The central limit theorem states that, given certain conditions, the distribution of the sum (or
average) of a large number of independent, identically distributed variables will tend to the
normal distribution, regardless of the underlying distribution. Therefore, if Y is the product of n
random variables X1, ..., Xn with an arbitrary distribution, then the logarithm of Y is:

logV = Y-, logXi (1)

And the distribution of “log Y”” will tend toward a normal distribution with an increasing value
of n.

In addition, given that “log Y is normally distributed, the distribution of Y will be lognormal by
definition [11, 12]. Since division and exponentiation are special forms of multiplication, for
many mathematical models used in safety analysis regimes, such as the frequency of an accident
scenario or the magnitude of a source term which are represented by the product of several
variables, the distribution of the output variable would usually be well-represented by a
lognormal distribution.

Lognormal distribution possesses two unique properties:

1. The median value of the product of lognormally distributed (independent) random
variables is equal to the product of the medians.

2. The distribution of the product of lognormally distributed random variables is also
lognormal.



The Uncertainty Factor (UF) for the lognormal distribution is generally defined as the ratio of the
95™ percentile to the median (which is also equal to the ratio of the median to the 5™ percentile).

Lognormal is a positively skewed distribution with a high tail (i.e., often all key parameters fall
on the tail portion of the probability density function after the mode) that makes its use as a
conservative representation of the variability of an input parameter more desirable.

Two parameters define a specific lognormal distribution. The two parameters used most often
are:

e A point-estimate - which is often associated with a mean or a median, and
e An UF, orinstead of an UF, a limiting value associated with a specific percentile

The use of lognormal distribution dominates all other distributions in the majority of PRAs [1,
2].

3.3  Properties Shared by all Distributions

The expected value of any dependent variable of an algebraic expression is derived by using the
expected value (or the mean) of the individual input (independent) variables, irrespective of the
specific distributions of each random variable. This is a general distributive property of the
mean/expected value.

Means are greater than the medians for positively skewed distributions, such as the lognormal,
which are generally used in nuclear safety applications to ensure conservatism. Furthermore, the
mean tends toward higher percentiles as the degree of uncertainty increases. This property is the
principal reason that the mean is informally but generally regarded as the “reasonably
conservative” estimate in the PRA community. This association is explicit in DOE-STD-3016-
2006 [12], Section 8 that states “... the mean of the distribution as the representative and
reasonably conservative point-estimate ...”.

The median is more often associated with the “best-estimate” as it rests on the geometric half-
way point between the highest and lowest bounds. However, many consider the mean or the
expected value as the literal “best” single-parameter representation of an uncertain input
parameter precisely because of its dual desirable qualities of propagation through all
mathematical manipulations while retaining reasonably conservative characteristics, as discussed
below.

Relative uncertainties in the output variables decrease when random variables are summed, but
they increase when random variables are multiplied. The latter property is explicitly shown in
this paper, while the former is simply mentioned for general background information and is
based on experience from several PRASs [1, 2, 13, 14]. Individual nuclear reactor accident
scenario frequency distributions are calculated in PRAs. Methodologies such as Monte-Carlo
techniques that allow for full propagation of uncertainties [13] have shown that these accident
frequencies can sometimes span four orders of magnitude between the 5™ and 95™ percentiles (as
is the case for some seismically initiated accident scenarios) for Core Damage Frequency (CDF)
and significantly higher uncertainties for public risk. The latter is shown in [15] to span as many



as 15 orders of magnitude. Even then, the total CDF may have uncertainty factors that are less
than ten in many cases because they are summations of accident frequencies of thousands of
accident scenarios [1, 2, 13-15].

Finally, distributions on the variability of a specific quantity, such as the failure probability of a
pump on demand or operator failure probability to perform a specific step are almost never
constructed from detailed statistical data. Rather, limited data are often fit into distributions
based on limited information, some observations, and mathematical properties such as those
discussed above. In PRASs for nuclear power plants, semi-quantitative information on the range
of variability of a parameter are combined with estimates on the central tendency and
assumptions on the nature of the underlying distribution (e.g., lognormal, beta, gamma, uniform,
etc.). For lognormal distributions, two key parameters, such as the median and the upper-bound
or the uncertainty factor, must be selected to construct the entire distribution that describes the
expected variability of the parameter of interest.

3.4  Basics Recap

Lognormal distribution is often used for representation of parameter uncertainties in nuclear
safety-related calculations because of: (a) mathematical basis derived from the central limit
theorem, (b) convenient mathematical properties, (c) insignificant level of impact on results from
choices of other distributions, and (d) when there is a lack of evidence to the contrary.

4.0 Example Calculations

The example calculations below evaluate a measure of public consequence and risk for a specific
postulated scenario in a fictitious nuclear facility.

Any measure of consequence of interest can be chosen. One measure of public consequences
used in reactor Safety Analysis Reports for Design Basis Accident consequences [16], and in
DOE DSA:s is the dose to the hypothetical maximally exposed offsite individual (MOI).

4.1  Example Risk Calculation

A typical group of accident scenarios in nuclear facilities in general, and DOE facilities in
particular (because of the lack of decay heat as a post-accident source of energy), with highest
potential consequences are those initiated by a seismic event. The MOI risk from inhalation for
this scenario may be represented by a minimum of 11 variables, such as:

Rm = Is * Pf; * Pf, * MAR * DR * ARF * RF * LPF * (X/Q) * Br * DCF (2)

Where the variables and their assumed point-estimate values are:

Rm = MOl risk (rem/yr)

Is = frequency of exceeding the Design Basis Earthquake initiating event (/yr)
=1E-4

Pfl = conditional probability of a safety function failure



=01

Pf2 = conditional probability of confinement/containment failure
=0.2
MAR = amount of material-at-risk (g) - a single equivalent radionuclide is used
=100,000
DR = damage ratio
=0.2
ARF = airborne release fraction
=0.001
RF = respirable fraction
=01
LPF = leak-path factor
=0.2
X/Q = relative concentration for MOI (sec/m°)
=1E-3
Br = breathing rate (m*/sec)
=3.0E-4
DCF = dose conversion factor (rem/g) - a single equivalent radionuclide is used
= 2E+7

Note: The individual point-estimates used in this example and the next have no bearing on the
relevant results and conclusions of this paper.

Therefore, the point-estimate value for the risk to the MOI for this scenario is:
Rm = 4.8E-6 rem/yr (3)

We can insert an UF for each variable in Equation 2 to get an estimate of the ratio of the product
of the upper-bounds to the best/realistic/median estimate for any portion or the entirety of
Equation (2). These UF values could be, very roughly (arbitrary values, and possibly under-
estimates for the purposes of illustration):

UFs =10, UFpsy = 3, UFpsz = 2, UFpmar = 2, UFpr = 2, UFarr = 10, UFRe = 2, UF pr =3,
UFx/Q =3, UFg, = 1.2, and UFpce = 2.

The product of these factors is the ratio of the product of the upper-bounds to the product of the
best-estimates and is greater than 100,000. Using this product the extreme value of Rm is
calculated at:

RMextreme-bound = 0.5 rem/yf (4)



As shown below in comparison with the derived 95" percentile as the generally accepted
definition for upper-bound Rm, this extreme Rm value reflects the common practice in DOE
DSA:s.

Note that there is equal likelihood that both the extreme upper- and lower-bounds (which is
smaller than the best-estimate by the same 5 orders of magnitude) are the valid representation
(however low the associated percentile may be) of the actual value of this output parameter.

In order to appreciate how far this product of the upper-bounds strays from reality as dictated by
mathematics, we will employ the properties of the lognormal distribution to derive the needed
quantities in closed form.

These calculations could be performed for any distribution using widely available computer
programs. Actual experience with different distributions using computer programs have shown
that the specific forms of the assumed underlying distributions (within certain constraints, such
as positive skewness, and fitting distributions based on the same main parameters such as the
mean and the 95" percentile) have relatively small impacts on the results that are observed using
lognormal distributions for all variables.

Given the designations:

Xm = mean, Xso = median, Xos = 95™ percentile, Xqs = 5 percentile, UF= Uncertainty
Factor,

o = standard deviation of the associated normal distribution

The following relationships hold for lognormal distributions:

Xm = Xso . exp(0.56%) (5)
6 =In(UF) / 1.645 (6)
Xs0 = (Xos - Xos) *° (7)
X5 = Xsp . €649 8
Xos = Xgp . e (16459 9)
UF = Xgs/Xs0 = Xs0/Xos (10)

As discussed earlier, Rm is lognormally distributed with a mean value that is the product of the
individual means and a median that is the product of the individual medians. Thus, equating the
point-estimate values with the best-estimate/median values for each variable, the median of Rm
would be the product of the point-estimates/medians as in Equation (4).

The mean value of Rm is derived from multiplying the individual mean values. Each mean value
is calculated by using Equation (5) which yields the following mean to median ratios for each
variable(denoted by subscripted R’s):



Ris = 2.66, Rpsi = 1.25, Rpgs = 1.09, Rmar = 1.09, Rpr = 1.09, Rarr = 2.66, Rge = 1.09,
Rirr = 1.25, Rxio = 1.25, Rgr = 1.006, Rpcr = 1.09
Thus, the ratio of the mean to median risk is:
Rmpy/ Rmsp=2.66*1.25* 1.09 * 1.09 * 1.09 * 2.66 * 1.09 * 1.25 * 1.25 * 1.006 * 1.09
=217 (11)

Therefore, the mean value of Rm is greater than the median or the best-estimate of Rm and given
by:

Rmy, = Rmsg * 21.7
= 1E-4 rem/yr (12)
The UF for Rm is derived by using Equations (5) and (6):
6> = 2 In(Xm/Xs0)
G =2.48 (13)
And
UFgn = € (1.645 c)
=59.2 (14)
Therefore, the 95™ percentile of Rm is given as:
Rmgs =Rmso * UF
= 2.8E-4 rem/yr (15)
This means that the extreme-bound as the product of the upper-bounds is:

e 1,750 times greater than the 95" percentile,
e 4,770 times greater than the mean, and
e 104,000 times greater than the median as the best/realistic-estimate.

These ratios demonstrate the degree of conservatism in the mean and the extreme conservatism
in the extreme-bound.

Since the mean is almost 22 times larger than the best/realistic-estimate and less than 3 times
smaller than the 95" percentile, it should be defined as the reasonably conservative estimate.
Furthermore, the upper-bound is generally associated with the 95™ percentile that is only derived
through full propagation of parameter uncertainties.

In order to determine the percentile that corresponds to the value of the extreme-bound of
Equation (4), tables of unit-normal distributions are used. We look for the value of “z” such that:



Area to “z” in unit-normal table = In(factor above median) / o
=In(103,680) / 2.48
=4.65

This percentile is so high that it exceeds the ranges of values generally provided in unit-normal
tables. The highest z value found is 4.00 which corresponds to the 0.99997 percentile, or a
chance of 3 in 100,000 of exceeding. Therefore, this z value corresponds to percentiles below 1
in 100,000.

4.2  Example Consequence Calculation
Using the same methodology, the consequence portion of Equation 2 would yield the following:

Cm =MAR * DR * ARF * RF * LPF * (X/Q) * Br * DCF (16)
Where
Cm = MOI dose consequence (rem)
Cmsp = 2.4 rem
Cmpm / Cmsg = 5.97
Cmpy =14.3 rem
UFm =224
Cmgs = 53.8 rem
CMeytreme-bound = CMisg * 1728
=4.15E+3 rem

This derivation of the extreme value of Cm reflects the common practice in DOE DSAs. The
extreme-bound for the MOI dose corresponds to a z-value of:

z = In(1728)/ 1.89
=3.94

which corresponds to the 0.99996 percentile, or a chance of 1 in 25,000 of exceeding the
hypothetical calculated dose.

The extreme-bound is:

e 77 times larger than the 95" percentile,
e 289 times larger than the mean, and
e 1,728 times larger than the best/realistic-estimate (median) of Cm.
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Again, this is why the mean is proposed as the reasonably conservative estimate of the output
variable, or any variable subject to uncertainties.

The distribution of Cm is shown in Figure 1 for a visual illustration of the above relationships.
Note that the mode, the most likely value, is about the same as the 5™ percentile (0.07 versus 0.1
rem, respectively). The key three parameters are, however, the median, the mean, and the 95"
percentile.

Finally, using Equations (5-10) it can be shown that for a lognormal random variable with an
uncertainty factor of 1,000 the mean is greater than the 95" percentile by a factor of nearly
seven.

Note that, in all of these examples, the ratios between all of the key parameters discussed were
independent from the individual parameter point-estimates and only dependent on the degree of
uncertainty expressed by the UF’s /6’s.

Lognormal Distribution of MOI Dose, Cm (rem)

Mode = 0.07

/ 5%=0.1

o
U

©
~

Probability Density Function (Cm)
o o o
= N w

Mean = 14.3 Extreme-Bound =
95% =54 4,147

OJ I 1 L - = - | —

1.0E-04 1.0E-03 1.0E-02 1.0E-01 1.0E+00 1.0E+01 1.0E+02 1.0E+03 1.0E+04
MOI Dose, Cm (rem)

Figure 1. Lognormal Probability Density Function (PDF) of dose consequence (rem) to the
Maximally Exposed Offsite Individual (MOI).
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5.0 Conclusions

The uncertainty in an output variable increases when the input variables are multiplied (divisions
and exponents are special forms of multiplications). However, mathematics (and reality) restricts
the growth in uncertainty to levels far below those obtained from bounding-value inputs used in
some applications. Thus, the upper-bound of the example risk calculation equated with its 95™
percentile, is more than 3 orders of magnitude smaller than the product of the upper-bounds.

Some nuclear safety practitioners argue that in order to ensure conservative results in cases
where data on individual parameters are not sufficient, selected values should be chosen at or
near their most conservative extremes. While this can be done for very few and select parameters
in an input model, on a scale larger than one or two parameters, the resulting conservatism can
be so large that the results can arguably be considered as disjoint from reality.

Reviewing the results of the example calculations above, we can reach the following
conclusions:

e It seems reasonable to define the best-/realistic-estimate as the mid-point or the geometric
center (median) of the variability of an uncertain variable.

e Alternatively, the best-estimate can be thought of as the mean value, as it is the only
parameter of the distribution of an input variable that propagates through all steps of a
complex calculation for an output variable as a function of independent input variables.
The mean also tends to the higher percentiles of its underlying distribution with
increasing uncertainty. Furthermore, if one or two select input parameters (e.g., MAR and
ARF/RF) are taken at their bounding values the results are expected to surpass the actual,
but generally underived 95" percentile with significant margin.

= In the example consequence calculation above, the mean risk is 6 times larger
than the median, and only 3 times smaller than the 95" percentile.

e What is hardly subject to debate is whether it would make sense to compound the level of
conservatism in calculations by using multiple variables at their bounding estimates. The
above examples show that the results would quickly become highly skewed
representations of reality.

= The absolute upper-bound risk was 1,750 times larger than the 95" Eercentile, and
that of the MOI consequence was about 80 times larger than the 95"

= The methodology for calculation of the absolute upper-bound MOI dose is the
common practice within DOE DSAs.

e The upper-bound is generally associated with the overall 95" percentile of the output
when parameter uncertainties are fully propagated. It is seen that mathematics dictates
that the 95" percentile of the output would be orders of magnitude below the product of
the upper-bounds.

A seemingly strong case does exist for using the mean values for nearly all input parameters.
This approach ensures that the results are both reasonable and conservative representation of the
output of interest. It also ensures that the effects of uncertainties are incorporated into a
simplified analytical model. More complex approaches do exist to more fully and explicitly
account for parameter uncertainties by using other distributions for nearly all input parameters

12



and propagating these uncertainties throughout the analysis to the final outputs if interest. These
more complex models are more cumbersome, expensive, and time-consuming to use and are not
suitable for many applications, however.

In the absence of full propagation of uncertainties, using mean values for nearly all input
parameters, in combination with bounding values for one or two variables ensures an output
magnitude that is comparable to the actual 95" percentile. This approach offers the best
alternative for incorporation of parameter uncertainties while providing reasonably conservative
results.
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Nuclear Criticality Safety and ISM
Kevin Hahn, NA-SH-70

The objective of Integrated Safety Management (ISM) is to incorporate safety into management
and work practices at all levels, addressing all types of work and all types of hazards to ensure
safety of the workers, the public, and the environment. Criticality Safety follows the principles
of ISM, which are encompassed in the five core functions:

= Define the scope of work

= Analyze the hazards

= Develop/implement hazards controls
= Perform work within the controls

= Feedback and improvement

The overarching safety principle (referred to herein as the process analysis requirement) for
Criticality Safety found in ANSI/ANS-8.1-1998 (reaffirmed 2007), and ANSI/ANS-8.1-2014,
Nuclear Criticality Safety in Operations with Fissionable Material Outside Reactors, states,

“Before a new operation with fissionable material is begun, or before an existing
operation is changed, it shall be determined that the entire process will be subcritical
under both normal and credible abnormal conditions.”

The process analysis requirement is met through a systematic evaluation that incorporates the
core functions of ISM.

1. Define the scope of work

The process analysis requirement states, “...it shall be determined that the entire process will be
subcritical....” The first step in evaluating a process is to determine the boundaries (i.e., the
scope of work) to be evaluated. If the boundaries are limited to a specific portion of a process or
system, then the potential for interaction with other processes or systems should be considered
(e.g., utilities, material movement in close proximity, etc.).

2. Analyze the hazards

This is the most challenging aspect of evaluating a process. To date, no DOE criticality
accidents have occurred as the result of a faulty calculation. They have, however, occurred as
the result of a hazard not being recognized.

The process analysis requirement states, “the entire process will be subcritical under both normal
and credible abnormal conditions.” The first step in analyzing the hazards of a process is to
determine what the normal conditions are and to prove that the process will be subcritical for
these conditions. For example, if production wants to be able to make a 10 kg sphere of *°Pu,
then the proposed normal condition will be critical, and the mass will have to be limited to a
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reduced subcritical mass. This is an extreme and unrealistic scenario; however, it illustrates that
not all proposed normal conditions can be assumed safe.

The next step in analyzing the hazards is to determine the credible abnormal conditions. The key
word in this requirement is “credible.” It is possible to postulate an endless array of abnormal
conditions. However, professional judgment may determine that some of these scenarios will not
be credible and therefore will not need to be analyzed. Criticality Safety Analysts typically
utilize similar methodologies as those used by Safety Basis Professionals for determining the
hazards. These methods include, but are not limited to, “What-if” analysis, Hazards and
Operability Analysis, event or fault trees, etc.

3. Develop and implement hazards controls

Once the hazards have been adequately identified, each individual hazard is evaluated to
determine if the developed scenario is subcritical. Controls must be developed to preclude a
critical event in each potentially critical scenario.

The Double Contingency Principle is a best practice used to aid in the development of controls to
satisfy the process analysis requirement. From ANS-8.1, the principle states,

“Process designs should incorporate sufficient factors of safety to require at least two
unlikely, independent, and concurrent changes in process conditions before a criticality
accident is possible.”

Each individual credible abnormal condition is analyzed, and controls are then developed to
ensure that each condition will remain subcritical. Therefore, it would require at least two
independent and concurrent abnormal conditions (contingencies) before a criticality accident
could occur. This is essentially how the Double Contingency Principle is satisfied.

It is important to state that simply meeting the Double Contingency Principle does not ensure
that operations are safe. Sufficient factors of safety must be incorporated (controls important to
safety, defense in depth, etc.) to ensure that “the entire process will be subcritical under both
normal and credible abnormal conditions.”

4. Perform the work within the controls

Controls that are developed follow the same preferential treatment as in safety basis
development. In order of preference, these are:

e Passive engineered controls
e Active engineered controls
e Administrative controls

These controls are implemented through either design features or procedures, depending on the

type of control, and procedures may be supplemented by postings. Additionally, if a control
meets certain criteria, it may be incorporated in the safety basis Technical Safety Requirements.
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5. Feedback and Improvement

A requirement in ANS-8.1 states,
“Operations shall be reviewed frequently (at least annually) to ascertain that procedures
are being followed and that process conditions have not been altered so as to affect the
applicable nuclear criticality safety evaluation.”

These reviews are conducted by Criticality Safety Engineers in coordination with operations
personnel. Typically, the processes are reviewed to verify the equipment being used is consistent
with what is described in the evaluation (no unapproved alterations), and the procedures are still
valid, being followed and usable.

Conclusion

The principles of ISM are fundamental to safety in the operations of NNSA'’s nuclear facilities.
The five core functions of ISM are incorporated into Criticality Safety while ensuring the process
analysis requirement is met. Ultimately, the goal of ISM and Criticality Safety is to ensure the
safety of the worker, the public, and the environment.

For further information, contact Kevin Hahn at (505) 845-4106 or Kevin.Hahn@nnsa.doe.gov.
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How a Questioning Attitude Encourages Safety
Maria Schwartz, NRC Office of Enforcement

(Reprinted with Permission)

Are we there yet? Why is the sky blue? Why is rain wet? Children have an endless list of
questions as they discover the world around them. But as we grow older, most people tend to ask
fewer questions.

This may be due, at least in part, to the fact that we start to make assumptions about many of the
things around us based on what we have already learned or observed. Sometimes we ask fewer
questions because at some point, someone made us feel ashamed that we didn’t know the answer
or made it clear they had more important things to do than respond to our questions.

Re-developing that questioning attitude we embraced as children, however, is very important to
an organization’s health and critical to its safety culture.

The NRC’s Safety Culture Policy Statement includes “Questioning Attitude” as a trait of a
positive safety culture. The policy statement describes it as a part of a culture where “individuals
avoid complacency and continuously challenge existing conditions and activities in order to
identify discrepancies that might result in error or inappropriate action.”

A questioning attitude helps to prevent “group think” by encouraging diversity of thought and
intellectual curiosity. It challenges the entire organization to get clarification when something
comes up that doesn’t seem right.

Examples include situations as simple as walking by a broken door day after day without
stopping and questioning why it remains broken; or skipping over a confusing step in a
procedure you use every day rather than getting clarification. It could include ignoring an alarm
because nuisance alarms go off all the time and they never indicate an actual emergency. Or it
could be something a little more complicated such as not speaking up to question a calculation
that doesn’t seem right because the senior engineer performed the calculation.

A positive safety culture requires the collective commitment by both leaders and individual
employees to emphasize safety over competing goals. A questioning attitude supports that
commitment.

If there are any questions regarding this topic, please contact Carl Sykes at (202) 586-7669 or
Carl.Sykes@nnsa.doe.gov.
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Section Il. CTA Guidance and Information of
General Interest

Sandia Site 9920 Explosion Injury Accident Investigation
Don Nichols, NA-SH-1

Background. On December 11, 2013, Site 9920 personnel at Sandia National Laboratories
(Sandia) were testing an integrated explosive device, supplied by a project team from other
Sandia organizations. The test involved remotely using a device that contained a fireset and
detonator to initiate an explosive. During the second test of that day, communication was lost
with the integrated device (ID) at the firing pad. When communication could not be re-
established, one of the project team members asked if the ID could be retrieved from the
explosive charge and examined. The Site 9920 Firing Officer (FO) believed that the ID was not
armed and was safe to handle based on conversation with the project team member.

The project team member turned off and secured the controller. The FO went to the firing pad
and removed the ID from the explosive charge, while the project team member waited for the
FO to return. A repair was made to the antenna, and the project team member asked to change
the battery as well. The project team member then went into Bldg. 9920 to retrieve a fresh
battery and a voltage meter. The FO started to disassemble the ID when the detonator initiated
unexpectedly, injuring the FO’s left hand.

On December 13, 2013, NNSA Acting Administrator Bruce Held tasked Don Nichols, NNSA
Associate Administrator for Safety and Health, and Michael Hazen, Vice President (VP) of
Infrastructure Operations at Sandia National Laboratories (Sandia), with convening an
Accident Investigation Board (AIB) as a learning opportunity in response to the event.

The AIB visited the accident site, reviewed Sandia’s recent past incidents, conducted
interviews, and reviewed relevant documentation. A Technical Advisory Team (TAT) was
also formed to support the AIB through the conduct of scientific and engineering analyses, and
to understand the technical aspects of the equipment that contributed to the accident. Change
and barrier analyses were performed, along with causal tree mapping, to identify the
conclusions that drove the Judgments of Need.

Causes. Specific causes identified during the AIB review can be grouped into four major
causal themes:

1) Failure to effectively implement ““safe by design” intent

The system hazards created as a result of combining individual components were not
adequately considered, analyzed or understood by the project team. While it is recognized
that this design was a prototype, the number of hardware and software weaknesses found
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during the TAT analysis, combined with the lack of a safety theme and system integrator
during the design process, indicates that not all opportunities to design out these
weaknesses had been adequately addressed during the design process. Additionally, the
hazards that could not be designed out of the device were not fully understood or explicitly
articulated by the project team, and a “what-if” analysis (or similar failure analysis) was not
conducted prior to the testing. Thus, the AIB concluded that a high-consequence event
with this device was inevitable once it got to the testing phase if, as happened, the device
was relied upon to provide safety.

2) Insufficient Work Planning and Control (WP&C) of Test Operations

The Site 9920 team accepted, and then executed, work that their existing hazards analysis
and operating procedures did not address, without first analyzing the hazard and then
identifying and implementing controls. An expert-based process was used to evaluate
whether these tests fell within the approved Site 9920 operating envelope without a detailed
review of the existing procedures. Line management in this organization had not been
effective at identifying and correcting weaknesses in WP&C and conduct of operations. In
some cases, assessments were ineffective at identifying the issues, while in other cases
corrective actions put in place to address identified weaknesses from previous assessments
were not sustained.

3) Insufficient integration and understanding of the project

Given that the project team did not fully understand the hazards associated with their device,
they could not communicate those hazards to the Site 9920 personnel. Further, the project
team did not communicate that the hazards were actually unknown, which could have
driven different controls throughout the testing. Basic communication between the project
team and the Site 9920 personnel was too high-level to be effective. For example, at no
time did the project team and Site 9920 personnel walk through the Site 9920 test
procedures to see if design features were needed to ensure safety during testing, an activity
that would have required joint sharing of the expertise of each participant to be effective.
Also, the sensitivity around project classification may have (even inadvertently) affected
communication between the two groups.

Finally, during the tests, the Site 9920 personnel had to rely on the project team for
technical information about the system. Prior testing in August, as well as the tests early in
the week of the December tests, reinforced the Site 9920 personnel’s confidence in the
system operation. Both the project team and the Site 9920 personnel did not understand that
it was possible for the controller to display incorrect information about the state of the ID.
Thus, their decisions were unintentionally non-conservative. Approach to maturing safety
practices and discipline has left some workplaces behind

The AIB found that Sandia’s approach to maturing safety principles and values has not
reached, and sometimes leaves behind, small but critical constituencies. In order to affect
lasting change, there needs to be both recognition of the need for change, along with the
management commitment and engagement to affect the desired change.
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Improvement activities that are tailored for the majority of site personnel do not recognize
that different organizations are starting at different maturity levels and have different,
unique needs. In particular, sufficient attention must be provided to the “outliers” in order
to help them reach the desired end state.

Conclusions. The AIB reached two overarching conclusions based on its review:
1) Design

First, the hardware and software design issues found by the TAT confirm that the device
had hazards that had not been previously identified and addressed prior to testing. The AIB
acknowledges that it may not be possible for all hazards to be engineered out of a prototype
device, and testing is often how prototypes come to be understood. However, in cases
where “safe by design” intent is not feasible in the device being designed, it is crucial for
the state of the design to be accurately characterized and communicated to all those who
will be working with the device so that mitigating controls can be identified and
implemented.

In this case, the project team did not explicitly recognize the hazards that were introduced
by combining legacy components and were not aware of the safety issues associated with
the device. Thus, they did not accurately communicate those hazards to the Site 9920 team
so that appropriate mitigations could be put in place. This suggests that a high
consequence event with this device was likely, even if it was tested elsewhere, unless
mitigating safety measures were adopted prior to testing.

Regardless of the device’s specific weaknesses, a developmental fireset should be
considered armed (and likely to discharge without further stimulus) from the moment it is
energized, so that appropriate external engineered controls are applied to ensure personnel
safety. Such devices should never be relied on for safety. The AIB recommends adopting a
policy that developmental designs are “born unsafe” until proven safe through technical
understanding and review.

2) Work Planning and Controls (WP&C)

Second, the lack of rigor surrounding WP&C and the lack of formality in conduct of
explosive operations at Site 9920 suggests that an accident at the site was likely with
another test, even if the Site 9920 personnel had not accepted this particular project
work.

The lack of critical thinking during work planning, the expert-based approach to evaluating
their operating envelope, and not stopping work when existing site procedures couldn’t be
performed as written, made an accident inevitable unless conduct of operations were
improved. Given that a device being tested may not be, or cannot be, safe by design intent,
it is crucial that the operations be conducted within a safe operating envelope (the ‘testing
system’ needs to be safe by design intent).

The official version of the full accident investigation report can be obtained at the following
link: https://powerpedia.energy.gov/wiki/Office_of Safety and Health (NNSA)

For further information on this issue, contact Don Nichols at 202-586-3885 or
Don.Nichols@nnsa.doe.gov.
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Guidance and Expectations Summary: Nuclear Explosive Safety
Evaluation Findings

Carl Sykes, NA-SH-80

On March 6, 2014,the Central Technical Authority (CTA) issued interim guidance and
expectations for use by National Nuclear Security Administration (NNSA) personnel and their
contractors regarding certain Nuclear Explosive Safety (NES) matters. This guidance and
expectations will remain in force until superseded by subsequent CTA guidance and expectations
on the same subject, or until revised NES directives are issued, whichever comes first. Field
Office Managers for sites that have DOE O 452.1D, Nuclear Explosive and Weapon Surety
Program, Change 1, July 10, 2013, in their Management and Operating contracts are responsible
for ensuring that contractual actions are taken as needed to make the mandatory provisions of
this guidance contractually binding. The guidance and expectations are summarized below.

Background. Recent discussions revealed some common misunderstandings regarding NES
requirements. These misunderstandings have hindered consensus when classifying findings of
NES Studies.

One element of confusion often cited is that the NES directives use the term ‘pre-start’ to refer to
a finding that must be corrected before an ongoing Nuclear Explosive Operation (NEO) may
continue. There is a logical inconsistency to categorizing a finding as pre-start for an operation
that has already started.

In July 2012, a process deviation was approved that eliminated the ‘pre-start’ terminology for
some, but not all, reviews of ongoing NEOs. Based on lessons learned from implementing that
process deviation, the Director, Office of Nuclear Weapon Surety and Quality is currently
developing a follow-on process deviation to ensure a more uniform approach to the
categorization of findings. The follow-on process deviation will supersede the previously
approved deviation.

However, ongoing discussions on the categorization of findings have revealed a number of
fundamental issues on which opinions are divided within the NES community. These issues
contribute to the confusion on how findings should be classified and acted upon. This guidance
addresses those issues and a few related matters, pending issuance of the revised NES directives.
The guidance and expectations is organized around 10 general questions, which are summarized
below.

1. Who has the final say on whether the NES Standards are met for a NEO?

2. Is a Nuclear Explosive Safety Study Group (NESSG) or the NESSG report approval
authority’s decision on whether NES Standards are met binding on the NEO authorizing
official and the Management and Operating contractor?

3. Cana NEO be conducted even if the contractor or the NEO authorizing official thinks
that one or more of the NES Standards isn’t met? Some say meeting the first NES
Standard is required while the second is defense in depth.
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4. DOE O 452.1D, Nuclear Explosive and Weapon Surety Program, Change 1, July 10,
2013, says that the objective of the term “prevent” in the NES Standards is to reduce the
likelihood of undesired consequences as low as reasonably practicable. Does that mean
that if the likelihood is already low, but could be reduced further, the Standard isn't met?
Conversely, if it isn't practicable to prevent the specific consequence does that mean that
not reducing its likelihood meets the standard since it can’t be practicably reduced?

5. If someone is confident that the operations are safe, does that mean that they should
conclude, from a NES perspective, that operations should be allowed to startup or, if
already operating, to continue?

6. If there are so many effective controls in place that it is not credible that the first NES
Standard would not be met, can a NEO operate without meeting the second NES
Standard?

7. ls it possible to get an exemption so that a NEO could be conducted without meeting both
NES Standards?

8. Are exemptions needed if there are requirements in the NES Directives (other than the
NES Standards) that are not met?

9. If there is a process deviation that allows finding categories to be renamed, such as the
one approved in the past for some operational safety review findings, are there any
constraints that must be met by the deviation?

10. If a process deviation re-labels finding categories, so that they are no longer called pre-
start or post-start findings, how are the requirements in the DOE Directives for pre-start
findings applied?

The answers to the above questions are too extensive to be provided in the NATB, but can be
obtained from the official version of the guidance and expectations located at the following link:
https://powerpedia.energy.gov/wiki/NA-SH-80

If you have any questions regarding this issue, please contact Carl Sykes at (202) 586-7669 or
Carl.Sykes@nnsa.doe.gov.
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Section I11. Questions and Answers

This section is dedicated to answering questions and providing general information related to
nuclear safety.

Question. The training order, DOE O 426.2, says that medical reexaminations for certified
operators and certified supervisors have to be given every two years. For Hazard Category 2
facilities and research reactors, it references ANSI/ANS 15.4-2007, Selection and Training of
Personnel for Research Reactors. The ANSI standard says that medical examinations have to be
conducted biennially, but allows for a maximum of 30 months between examinations. Does
DOE O 426.2 mean two calendar years, or could up to 30 months still be consistent with the
order for Hazard Category 2 facilities and research reactors?

Answer. The principal requirement of DOE O 426.2 is to have an approved training
implementation matrix (TIM) that specifies which sections of the Order apply and how training
will be conducted. If the approved TIM specifies the answer to this question, then the TIM must
be followed.

Otherwise, the Order does not couple the medical examination as a condition of the biennial
recertification. Recertification comes from completing the required training during the two year
cycle. For medical re-evaluations, (for Hazard Category 2 facilities and research reactors) the
Order says that certified operators and certified supervisors must be re-evaluated “at least every
two years,” and then references the ANS/ANSI standard for the specific requirement. The
ANS/ANSI standard has the biennial requirement and adds that re-evaluation is not to exceed 30
months. Given the specific reference to a consensus standard that includes a clear explanation of
the permitted time (in months, rather than years), it is reasonable to interpret the periodicity as
not to exceed 30 months, meaning 30 calendar months: two years and six months from the day of
the previous evaluation to the day of the next evaluation.

It should be noted that there are many other references to two year intervals in DOE O

426.2. These use language such as ‘not to exceed/at least/for a minimum of/for a maximum of’
X years. In general, unless further amplified in the Order or its references, language referring to
years should be taken as precisely meaning that number of calendar years, measured to the day
(e.g. March 12, 2012 — March 11, 2014).
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